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Post-Brexit, the General Data Protection Regulations (GDPR), does
not apply to UK citizens. 
 
However, the new Data Protection Act (DPA) of the UK does
prescribe the achievement of the status of adequacy for UK
companies. This includes complying with the GDPR for any
business activity that involves the personal data of EU citizens.
Furthermore, the UK intends to leverage its unique relationship
with the UK to achieve an “Adequacy Plus” status across the
single global digital market.
 
Adequacy serves as the bedrock for the seamless exchange of
personal data between EU and the UK.

So, what is GDPR?

The General Data Protection Regulation (GDPR) is the latest EU
regulation on digital privacy.
 
Introduced 2 years back on 25th May 2018, the GDPR has been
notified as:

1.     The supreme legislation for data protection in Europe
superseding all other legislations of similar nature within the EU
2.     The basis for establishing common standards, guidelines, and
penalties across the EU.

In simple words, it is a mandate for companies to:
 
1.     Incorporate privacy settings into all their digital products and
activities as a default setting.
2.     Conduct regular impact assessments on privacy
3.     Improve transparency by documentation of the use of
personal data and timely communication of data breaches as well
as recovery from breaches.
4.     Honor the power of consent of users and strengthen the ways
and means for seeking permission of data use from the consumer.
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GDPR is legally binding and major corporates have felt the brunt:
 
1.     British Airways was found guilty of a data breach and faced fines amounting to
€200 million in September of 2018.
2.     Hospitality Giant Marriott is expected to furnish a fine of €99 million for
persistent breaches between 2014 and 2018.
3.     Last year, Google was fined €44m for non-compliance with GDPR. Now digital
marketing grapples with concerns about “using google tools without facing any
liabilities of non-compliance to GDPR.”
 
Market Dynamics, Consumer Awareness and GDPR:
 
New regulations always come with their challenges. Since marketers are the most
frequent users of personal data and social media analytics, they are the most
vulnerable to unforced errors, lapses, and negligence, pertaining to personal data
and data protection.
 
Any non-compliance of GDPR can make you liable to hefty fines. The fines on
Google, are a glaring example of the same. 
 
Digital marketing professionals rely heavily on ready-made tools and suites of
Google, LinkedIn, Facebook, Twitter, etc. and aggregate and assimilate personal
data at an extremely high rate. Every individual’s digital footprint (calls, browser
history, consumption and creation of content, etc) acts as a goldmine for market
research and consumer analytics.
 
Today, GDPR has made the customer extremely aware of his/her data privacy rights
and prevalent bad practices of data breaches and misuse across Social Media.
Consumers are aware that their personal data is the most valuable resource in the
world and “The Economist” agrees. Many credible reports highlight this distrust of
consumers with respect to global brands. 
 
1.     Recently, TRUSTe/NCSA conducted a consumer privacy study and spelled out
data security and data privacy as the top concern of 92% of customers. 
2.     On the other hand, the Chartered Institute of Marketing stated in its recently
published report that 57% of net users do not think that brands are responsible for
their personal data.
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Furthermore, the picture of data management by companies also seems
unpromising. Symantec’s State of European Privacy Report states that:
 
1.     90% of businesses see the deletion of customer data as “too difficult”.
2.     & 60% do not have requisite systems to do it even if they tried.

GDPR empowers users to have their data deleted or modified and organisations
face a huge task in not only the following compliance but also instituting preventive
measures towards them, especially when 41% of marketers concede to the fact that
they do not understand the law, let alone best practices of data management of the
personal data of consumers in their possession.
 
How does GDPR impact marketing?
 
Small Business and Marketing Professionals must gain awareness 3 key areas of
Impact by GDPR:
 
1.Data Permission
 You can no longer presume that a user’s consent to receive your promotional
material gives you the right to contact the said user. They may have subscribed to
your material through email opt-ins but they cannot be contacted for anything else
unless they give explicit consent for the same. This consent shall be of their own
free will, based upon genuine disclosures by you and an unambiguous
communication of  ‘clear affirmative action’.
 
You can no longer offer them an e-mail with a pre-ticked box of consent nor
misinform them into giving consent. The only exception being referral programs
wherein one user discloses details of another user as a reference. Even in this case,
you cannot send a marketing communication to the referee and you cannot store or
process the given data.
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2. Data Access
Under GDPR, users possess the right to be
forgotten and companies like Google have
already been made to remove search
engine results in accordance with the
wishes of objecting consumers who wish
for complete or partial erasure of their
information from the database of a
company.
 
No longer can B2b email marketers avoid
the practice of providing a legible and
visible “unsubscribe” link in their
communication.

Data Focus
No longer can you amass irrelevant personal data of a user. You have to implement
data focus and predefine your requirements of personal data as well as processes
that do not overstep the user’s explicit consent towards access to personal data.
 
"Don’t Be Intimidated, Comply and Excel":
 
GDPR is strict; companies have been punished and there is a lot of noise out there in
the market; but don’t be intimidated by it. In fact, you have the opportunity to
become a pioneer in GDPR best practices, especially when GDPR reflects the same
ethical principles that govern marketing. Here are some marketing tips to help you
avoid non-compliance:
 
Audit your mailing list: W8 data study states that nearly 75% of marketing
databases are now obsolete after GDPR. Hence, you must refine and sanitize your
list to meet GDPR requirements. Inform customers with ambiguous consent to
provide you explicit consent for further engagement. 
 
Prioritise User Consent in Collecting Personal Data: Don’t buy mailing lists for
now. Instead, create some useful content that can be accessed by users in exchange
for their consent, opt-in or subscription. 
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You can do this via:
 
1.     A Questionnaire for users that results in an assessment report of their business,
marketing, digital strategy, etc. 
2.     A white paper or research report that can be accessed upon explicit consent by
the user to be on your mailing list. LinkedIn is an obvious example for this strategy.
3.     Create a pop up on your website that allows users to register themselves
on your mailing list.
4.     Utilise push notifications, since they do not attempt to trace IP addresses or
process personal information of the user when you send messages to
your subscribers.
 
Moreover, it is best if you avoid using personal data from podcast registrations and
group memberships to send direct communications.
 
Train Your Sales team: There are many nuances to Social Selling and Account-
Based Marketing. It is time that your social team mastered them.  In the case of
LinkedIn, your sales representative can utilise the saved search feature to define the
potential customer profile and follow the relevant and engaging brands on social
media. Eventually, it is all about having a fruitful conversation and building
relationships.
 
Upgrade to a CRM: GDPR empowers your users to access, edit and delete their data
from your database. This is only possible on a CRM. You can no longer depend on
Google Docs and Spreadsheets to store personal data of your customers.
 
Restrict Yourself to Necessary User Data: Redesign your sign-up forms and user
submission pages to only include the necessary data . Avoid collecting data that is
of no relevance and no use to you, within the scope of the intended purpose that
has been communicated to the user. If you are a B2B marketer, the user’s name, e-
mail and organization name are sufficient.
 
Edit Your Privacy Statement: Apart from making it a GDPR complaint, make sure
that your privacy statement is unambiguous and it does not mislead the user in any
way. Your privacy statement is your first expression of transparency and
accountability to the user.
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Manage Your Marketing Automation Tools:  There are many marketing
automation tools at the disposal of a digital marketer to automate from creating
Omni-channel campaigns, behaviour analytics and AI-driven content marketing to
the CRM automation of e-mail marketing. It is time to re-assess these automation
tools and make sure that withdrawal of an existing subscriber or refusal to give
consent does not result in an automated response of direct communication by you.
It is possible that a user does not want to subscribe to your newsletter but chooses
to remain informed of your special offers. In such a scenario, it is critical that your
automation tool matches your user needs.
 
The Most Important Tip – Seek Legal Guidance: The fines and penalties of GDPR
make it very risky to be casual about your digital marketing. While the above tips
can be helpful, it is best to seek legal counsel and get your marketing strategy as
well as your sales tactics vetted by a lawyer with credible experience in GDPR. Even
after all the anxiety pertaining to GDPR, it may be a blessing in disguise for
marketers who are habitual to maintaining high standards of quality, transparency
and user engagement, since GDPR standardizes the practice of customising digital
practices for every user and gives a stronger foothold to digital marketers for
building trustworthy customer relations.
   
Are you safe? 
 
Regardless of location, to stay ahead of the regulatory curve, build genuine valuable
relationships with your LinkedIn contacts and respect their data as you would a
sleeping animal. If you treat it well, it won’t come back and bite you.
 
For bespoke social media marketing advice to take full advantage of the 
opportunities available to you via #LinkedIn, schedule an initial phone 
consultation here

https://calendly.com/melaniegoodmantrevisan/call



